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OcHOBHBIC TIOHATUA KpUIrTorpadun”

B. B. fdmenko

BBEAEHUE

Kax nepedams wyacnyio ungopmaywio wyscnomy adpecamy 6 maiine om
dpyeur? Kax bt n3 9uTaTesel B pasHoe BpeMs U ¢ PA3HBIMI MeJIMI HaBep-
HAKA MBITAICA PEIINTh I ceOs DTy MPaKTHIecKylo 3agady (11s yaro6cTBa
TAJTbHEHIINX CCBLIOK Ha30BeM ee 3agada Ty, 1. e. 3agada Tainollucu). Bor-
OpaB MoIX0dlllee pellieriie, OH, CKOpee BCero, NoBTOpMI H306peTeHte OMHOT O
I3 COCOBOB CKPBITON NMeperadn HHPOPMAll, KOTOPHIM yKe He OjTHa Thicsi4a
Jer.

Da3MbIILIsAS Hag 3agadei T, HETPYIHO NPUUTH K BEIBOIY, 9TO €CTh TpU
BO3MOYKHOCTH.

1. CozaTh abCOTIOTHO Ha TeKHBIH, HETOCTYITHBIH /I IPYIUX KaHAJ CBA3M
MEXK,Ty aDOHEHTaMH.

2. Ucnoab3oBaTh 06IIETOCTYIHEIN KaHal CBS3H, HO CKPBITh caM (PaKT Ie-
pefiadu HHMOPMAIHH.

3. UcnoapzoBaTh 06IIeMOCTYIHBIN KaHaJd CBA3M, HO IepefaBaTh M0 HeMY
HYKHYI0 HHQOPMAaIi0 B Tak Npeobpa3oOBaHHOM BH e, YTOOB BOCCTaAHOBUTH
ee MOT' TOJBKO ajipecart.

DPOKOMMEHTHDPYEM DTU TPH BO3ZMOKHOCTH.

1. Dpu coBpeMeHHOM ypOBHE Da3BUTHS HAyKW W TEXHUKU CAeAaTh TaKOU
KaHaJ CBA3M MKy yIajJeHHBIMI abOHeHTaMU /s HeOTHOKPATHOW mepenadn
B0JBLINX 06BEMOB HHMOPMAIUT MPAKTHYECKH HepeatbHo.

2. DazpaboTKOU CPEACTB i METOM0B CKPHITHS (PaKTa lepefadl CooOIIeHuns
BAHUMAETCS CE2AHO2PAPUSL.

DepBBIE CJIEIBI CTEMaHOT PAPUIECKTX METOMOB TEPSIOTCA B TIyGOKOH TPEBHOCTH.
DampuMep, W3BeCTeH TAKOW COCO6 CKPBITHA MUCHMEHHOTO COOOIIEH NS : TOMOBY paba
Opuan, Ha KOXe I'OJIOBBI IHCAIN cOOOIIeHNe U TTocle oTpacTaHuda Bojaoc paba oTnpa-
BJIAAN K afpecaTy.

W3 meTeKTHBHBIX MPOM3BEJEHMN XOPOIIO M3BECTHRI PA3IMTHBIE CHIOCOOH TAWHO-
NHUCH MeXKYy CTPOK OOBIMHOI'O, HE3AUIUIIIAEMOr'0 TEeKCTa: OT MOJOKA [0 CAOKHBIX XH-
MHUYeCKHX PEAKTHBOB C MOCAenyomnen 06paboTKOM.

*DacTosmag CTAThA ABIAECTCA COKPAIIEHHBIM IepepaboTAHHBIM BAPUAHTOM KHHATH
C. A. Jopuduenko u B. B. Amenko «25 sTiogos o mmdppax», M.: Teuc, 1994.
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Takke U3 1eTEKTUBOB H3BECTEH METOI «MUKPOMOUKUY: COOOINEHNE 3AINCHIBACT-
cA C TIOMOIIBIO COBPEMEHHOH TEXHNKN Ha OYeHb MajJeHbKHH HOCHTENb (MHKPOTOY-
KY), KOTODBIH MepechlIaeTcss ¢ OCBIYHBIM MICHMOM, HATIPIUMED, MO MapKOH HIH Tje-
HUGY b B IPYTOM, 3apaHee 00yCIOBIEHHOM MECTE.

B macTosiiliee BpeMsi B CBA3W ¢ MHUPOKNM PACHPOCTPAHEHHEM KOMIBIOTEPOB M3-
BECTHO MHOTI'O TOHKHX METOOB (3aNPATHLIBAHUSY 3AIMUIIACMOT HHMOPMAIINH BHYTPH
604X 06BEMOB NH(POPMALINT, XPAHSAIIENCA B KOMITBIOTEPE. Jarys JHBIN IPUMeD 3a-
IPATHIBAHIA TEKCTOBOTO (pafiaa B TpadmtaecKmii MoxkHO HafiT B MiTeprerel); on xe
npuBefeH B KypHate «Komnbioreppas, Ned8 (225) ot 1 gexabpa 1997 r., Ha cTp. 62.
(CreyeT OTMETHTE, 9TO aBTOPHI CTATHH B XKYPHAIe OMHGOTHO OTHOCAT CTEraHO-
rpadmio x kKpuntorpadun. KoHedHO, ¢ TOMOIIBI CTeraHOTpahui MOXKHO NMPATATH
1 TIpeIBAPUTENBHO 3alnPPOBAHHBIE TEKCTHI, HO, BOOGIIEe MOBOPA, CTeraHorpadus 1
KpUITOrpadusa — MPUHIHTHAILHO Pa3indHbIE HATIPABICHNUSA B TEOPUH U ITPAKTHKE
3alNTH HHGOPMAIINH. )

3. Da3paboTKON MeTONOB peodpazoBanusd (wudposanus) HHPOPMATNH C
MeJbio ee 3alliTH OT HE3AKOHHBIX MOJb30BATeNeH 3aHUMAECTCS KPUnRmo2pa-
dusa. Taxme MeTOIE 1 cMOCOOH MTpeoGpa3oBanud HHPOPMAINT HABBIBAIOTCA
wudpam.

HTugposanue (2awudposanue) — mponecc TpHMeHeHNs MN(Pa K 3alln-
maeMonl HHPOPMANNH, T.e. TPpeodpa3oBaHie 3allNIaeMon nHpopManun (om-
KpuImMo20 mexcma) B ndpoBaHHOe cooblenne (wudpmercm, kpunmozpam-
MY) € TIOMOIIBIO ONPeJeeHHBIX TPABII, COMeP/KANINXCA B HI(pe.

Aewugposanue — mpotiece, o6paTHHIT MTHGPOBAHAIO, T. €. TpeobpasoBa-
HIe MIQPOBAHHOTO COOBIIEHHT B 3all[NIIAeMy0 NHMOPMAIHIO ¢ TOMOIILIO
OTIpeIeNeHHBIX TMPABII, COMEPKAIIIXCA B MH(pe.

Kpunrorpadus — npukiaa ras Hayka, oHa HCTOAB3YeT caMble ToCIeTHTe
TOCTHKeHUs PyHIAMEHTAJbHBIX HAYK U, B epBYI0 odepenb, Maremaruku. C
TPYTOH CTOPOHBI, BCe KOHKPETHRIE 3aadl KPUITOTpa(pul CYIeCTBEHHO 3a-
BUCAT OT yPOBHSA PA3BATHA TEXHAKN W TEXHOJOTHH, OT MPUMEHIEMBIX CPEICTB
CBA3H T CMOCO6GOB Mepegadn NH(OPMAIn.

[IPEAMET KPUITOI'PADUN

Ymo ace ssasemesa npedmemom kpunmoepaduu? Jns oTBeTa Ha HTOT
BOIPOC BepHeMmcd K 3agade 1T, 9T0OB yTOUYHUTH CUTYANNIO H HCIONAb3yeMble
NOHATHSA.

Dpex e BCero 3aMeTHM, YTO 3Ta 3aada BO3HUKAET TOIBKO Als uH(OP-
Mallii, KoTopas HyxKgaercs B 3amuTe. OOBIYHO B TaKHX CAydagX I'OBOPAT,
4TO HHPOPMAIUS COMEPKUT TAUHY WIH ABIACTCH 2aujuiaemot, npueamuot,
rkongudenyuatprot, cexpemnot. [is Hanbotee THIHIHRX, JaCTO BCTpETaio-

Uhttp://www.geocities.com/SiliconValley/Vista/6001/
P g y
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HIUXCA CUTYAIlUil TaKOro THIIa BBEIEHbI jJayKe ClellHadbHbe TOHATHS:
— rOCyIapCTBEeHHAs TallHa;

BOEHHAsA TalHa;

KOMMepUecKas TallHa;
— fopHundYecKas TalHa;
— BpadeGHas TaliHa U T. 1.
[lajnee Mbl Gy 1eM TOBOPUTH O 3alllUINAeMOU HH(OPMAIUU, UMest B BUIY CJe-
IYIOIIe TPU3HAKH TAKOU WH(MOPMAIHN:

— UMeeTCs KAKOU-TO ONpeefeH bl KPYT 30KOHKbIT 10.4b306amesel, KOTOPhe
HMEIT MPaBo BiAaleTh BTOU HH(OPMAIHel;

— UMEITCS HE3UKOHHDIE NOAb30EAMENU, KOTOPHIE CTPEMATCS OBAAMETh 3TOU
nHgopMalnuen ¢ TeM, ITOOb 00paTHTL ee cebGe BO 6Jaro, a 3aKOHHBIM ITOJIb-
30BaTeNAM BO Bpef.

[l MpOCTOTHEI MBI BHaYaJe OrpaHUINMCA PACCMOTPeHHeM TOABLKO OJHOM
yepo3bl — yrpo3bl pasraaiienns nagpopManun. CymecTByoT n Apyriue yrpo-
3BI A 3allHIIaeMoil HHPOPMAINN CO CTOPOHBLI He3aKOHHLIX IOAb30BaTelell:
nojMeHa, uMuTanuA u aAp. O HEX MBI TOMOBOPUM HUKE.

Tenepb MBI MOKeM H300Pa3nTh CHTYAINIO, B KOTOPOW BO3HUKaeT 3ajgada
T, cregytomen cxemon (cum. puc. 1).

A B

5]
Puc. 1.

3ieck A u B — yranennbie 3aKoHHBIE MOJAB30BATENH 3AIIUIITAEMON UHPOP-
MalIN; OHH XOTAT 0OMeHHBAThLCA HH(MOPMAIHel 10 06IIeI0CTYIHOMY KaHady
CBSI31. ) — HE3aKOHHBIN MOJMb30BATENb (NPOMU6HUK ), KOTOPBIH MOKeT Tepe-
XBaTHIBaTh NepelaBaeMble M0 KaHAJAY CBA3U COOOUIEHUS U NBITATHCA U3BA€Yb
03 HUX WHTEePecyolnyo ero uHopMaliui. DTy (POPMAIbHYI0 CXeMy MOKHO
CINTaTh MOAEIbI0 THNHIHOW CHTYAlNH, B KOTOPOH HPHMEHAIOTCH KPHITO-
rpaguyeckre MeTOAbl 3AUTH HHPOPMALUN.

OTMeTHM, 9TO UCTOPUYECKN B KPUNI'TOT padpiil 3aKPEIMUINCHL HEKOTOPbIe BOEHHbIE
cioBa (IpOTHBHUK, aTaka Ha mwmdp n Ap.) OHE Hanbolee TOYHO OTPAKAOT CMBICT
COOTBETCTBYIOIINX KPUTITOrpapuiecKnx MOHATHN. BMecTe ¢ TeM NIMpOKO n3BeCcTHAA
BOeHHAA TEPMUHOIOTHA, OCHOBAHHAA Ha MOHATHH Koa (BOCHHO-MOPCKHE KOJBI, KOIBI
TeHepaabHOTo mTaba, KOJOBBIE KHUTM, KONOGO3HAYEHNA W T.1.), YXKe HE NPHUMEHsA-
eTcsi B TeopeTudeckon Kpunrorpadgun. /[lejgo B TOM, 4TO 3a MOCAeJHIE TeCATUIETUA
chopMUpOBATIACE MEOPUA KOIUPoE6anus — SOMBINOe HayTHOE HATPpaBICHIE, KOTOPOE
paspabaThBaeT U W3y9IaeT MeTOIBI 3AIUTH NH(MOPMAINN OT CIYIalHBIX HCKaXKEHIH
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B KaHajgax cBasu. U eciw panee TepMUHBI kKodupoganue n wudposanue ynoTpedis-
JUCh KaK CHHOHUMBI, TO TeNeph TO HeAomycTuMo. Tak, HampumMmep, O9eHb Paclpo-
cTpaHeHHOE BbIPpaKEHNE «KOIMPOBaHNE — Pa3HOBUAHOCTD MIM(POBAHUAY CTAHOBUTCA
NIPOCTO HENPABUIBHBIM.

Kpuntorpadus sannmaeTcs MeTomaMu HpeobpaszoBanusd WHOOPMAINH,
KOTOpbie Obl He MO3BOAMAN NPOTUBHUKY U3BJeYb €€ U3 NepexBaThiBaeMblX CO-
OOIIIeH N, DPHU DTOM O KaHAIY CBA3HU MEpPeraeTcs y:Ke He caMa 3allulllaeMas
nHdpopMalus, a pe3yabTaT ee NpeodOpa3zoBaHUA ¢ MOMOLILIO WHMpa, U Iiad
OPOTHBHUKA BO3ZHUKAET CAOXKHAA 3aJa4a 6CKpulmus wudpa.

Bexpoimue (63aamvisanue) wudpa — TMpolece MONYIeHNs 3allnIaeMoi
nHdpopManuy 13 WKUdpoBaHHOTO cooblleHns 0e3 3HaHUA NPUMEHEHHOT'O IIH-
¢bpa.

OnHako TOMUMO TlepexBaTa U BCKPHITUA IIH(PaA NTPOTHUBHUK MOYKeT Mbl-
TaThCAd TOAYYUThH 3alIUIIAeMYI0 MHPOPMAIN0 MHOTUMHU IPYTUME CIOCOOAMMU.
Daunbojiee U3BECTHBIM U3 TaKUX CIOCOOOB SIBASETCH areHTYPHBIH, KOT & TPo-
TUBHUK KaKUM-T1UOO0 MyTeM CKJIOHAET K COTPYIHUYECTBY OJHOIO U3 3aKOHHBIX
MOJb30BaTeIed U C TOMOIIBIO 3TOIO aleHTa MOAyYaeT MTOCTYI K 3allulllaeMON
uupopMaluu. B Takon curyanuun xpunrtorpadus 6eccuiabha.

DPOTUBHUK MOXKET HbITAThCA He MOAYYNTh, & VHUYTOKUTH WIH MOIuu-
HEPOBATH 3allillaeMyi0 HH(OPMAIU B Ipollecce ee mepefadu. ITO — CO-
BCEM [JPYTOU THII YI'PO3 i WH(POPMALNT, OTIHYHEI OT MepexBaTa i BCKPhI-
Tud mudpa. [ad 3aMITH 0T TAaKUX YTpo3 pa3pabaTHBAIOTCA CBOU cHenundu-
YecKue MeTO/lhbl.

CaejioBaTelbHO, HA MYTU OT OMHOT'O 3aKOHHOT'O MOJAB30BaTelds K IPyro-
My MH(pOpMalud TOJKHA 3alllMIIaThCA PA3IUYHBIMEA CIOCOOaMM, IPOTHBOCTO-
AMIMA Pa3duIHBEIM YTpo3aM. BO3HUKaeT CUTyalusA Hend U3 PasHOTUIHBIX
3BeHbLEB, KOTOpad 3allullaeT nHPOpMalnio. KcTecTBeHHO, TPOTUBHUK 6V 16T
CTPEMUTHCS HAUTU caMoe cjiaboe 3BeHO, 4TOOb ¢ HaUMEHBIIUME 3aTpaTaMu
po6paTbes 10 uHGOPMaluu. A 3HAYUT, U 3aKOHHBIE MOJB30BATENN [TOJYKHBI
YYHTHIBATH 3TO 0OCTOATEIbCTBO B CBOEH CTPATErnu 3alluThl: 6€CCMBICIEHHO
nelaTh KakKoe-TO 3BeHO O4YeHb MPOYHBIM, €CAH eCTh 3aBeloMo Oojee caabble
3BeHbS ((IPUHIUT PABHONPOIHOCTH BAIIUTHD ).

De caefyer 3abbIBaTh U elllé 06 OJHOU BayKHOU MmpobieMme: mpobdieme co-
OTHOILLIEHNA lleHbl HH(pOPMalnl, 3aTpaT Ha ee 3alllUTy U 3aTpaT Ha ee MOObI-
BaHHe. JPU COBPEMEHHOM YPOBHE Da3BUTHA TEXHUKH CaMU CPEICTBA CBABH, a
TakzKe pa3paboTKa CpeacTB NepexBaTa HHPOPMAUK U3 HUX U CPENCTB 3alllu-
Thl UH(POPMAUH TPeOYIOT O0YeHb OOJBLUINX 3aTpPaT. JPeXKIe YeM BallullaTh
nHpOpMaluio, 3anaiTe cebe IBa BOMpPOCa:

1) sBAsieTCS TN OHA [/ TPOTHBHUKA GOJlee EHHOM, 9eM CTONMOCTh aTaKN;

2) ABAAETCA JIM OHA [Js Bac Gojiee MEHHOM, 9eM CTONMOCTH BalluTHI.
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HNmenno mepednciennble cOOOpaKeHNs N ABIAIOTCA PEIAIONINMY MPH BLI-
Oope TOAXOMALUINX CPEeNCTB 3alllUThl: (PU3NYECKUX, CcTeraHorpapuniecKnx,
KpUnTorpapuyecKnx u ap.

DeKOTOophle HOHATHS KPUITOTpadpuu yI06HO WIIIOCTPUPOBATH HCTOPHYe-
CKMMHU TIPUMepaMi, TO3TOMY ClejaeM HeboabllIoe HCTOpHYecKoe OTCTYIeH e,

llonroe Bpems 3aHsATHe KPUNTOrpadueld OLIIO yIelIOM Ty JaKoB-oquHO4YeK. Upe-
U HAX OBLIN OJapeHHbIE YUIEHBIE, TUIIOMATH, CBAMEHHOCTY KuTean. V3BecTHEL cay-
qam, KOrja KpUITorpadus CINTagach faxe YepHON Maruen. JTOT MEPUO PA3BUTHA
KPUITOTpadun KaK MCKYCCTBA JJIIICS C He3AMaMATHBIX BpEMEH 10 Havaga X X Beka,
KOTrJa TOABUJINCH MEPBBIE MN(POBAJIbHBIE MAIINHBEI. DOHUMAHNE MATEMATHIECKOTO
XapaKTepa pellaeMbIX KpurnTorpaduell 3amad MIPUIIO TOJBKO B cepeqnHe XX Beka
— mocie paGoT BhIgaoIerocs amepukanckoro yaenoro K. Hlerrona.

Uctopus xpunrorpadun cBsizaHa ¢ GOIBIMM KOJTIECTBOM JAUILIOMATHIECKUX 1
BOEHHBIX TallH W MOXTOMY OKyTaHa TYMAaHOM JereH. Janbojee MoAHAS KHUTA IO
ucTopun Kpunrorpadun cogepxkuT Gojgee Thics«un cTpanut. OHa onmybanmkoBaHa B
1967 roay m Ha pyccKuil A3LIK He mepeBeena’). Da PYCCKOM A3biKe HeJaBHO BLIIIET
B cBeT (DYHIAMEHTAIbHBL TPy 1 10 HCTOPHH KpUunTorpaduu B Joccun’) .

CBotl cites1 B mCTOpUN KPpUOTOT pauil OCTABUIN MHOTTE XOPOIIIO W3BECTHHIE NCTO-
pUtecKe IMYHOCTH. JPUBEIEM HECKOIBKO Hambogee APKUX MPUMEPOB. -JepPBBIE CBe-
nerns 06 NCHoAb30BaHUN MMH(MPOB B BOCHHOM [leJie CBA3aHbI C MMEHEM CIIAPTAHCKOT O
noakosoaua Jucaupa (mudp «Cruransy ). [lesaps ncnoabsosan B mepenucke mmdp,
KOTOPBIN BOIIEN B ucTopuio kKak «mudp Hezapsy. B apesuent I'pernn 6611 nz06peTen
BU mnppa, KOTOPHIN B JATbHENIIIEM CTAX HA3BIBATHCA (KBaaApaT Joantusay. O gy m3
[MePBBIX KHUT 10 Kpunrorpadgun Hamncas ab6at W. Tpureanit (1462-1516), kupumii
B I'epmanuu. B 1566 rony masectaem matematnk [I. Kapaamno ony6ankoBaa paboTy ¢
ommcaHneM M306peTEHHON UM CUCTeMbl mndgpoannd («pemérka Kapaanos). Ppan-
una XVI Beka ocTaBuaa B uctopuu kKpunrtorpadun mudpsl kKopoasa lempuxa IV u
Dutieabe. B ymomsuryTon xkaure T. A. Co6omeBolt mogpo6HO OMIMCAHO MHOT'O POCCHII-
ckux mmdpoB, B ToM wncie u «muduprad azbykasr 1700 roga, aBTOpoM KOTOPOR GBLI
Detp Benukmui.

DeKOTOpHIE CBEJIEHNA O CBOMCTBAaX MIM(MPOB N WX TPUMEHEHWH MOXHO HAWTH U
B XY/0XKECTBEHHOW JUTEPATYPe, OCOOEHHO B MPUKIOYEHIECKON, TeTEKTUBHOW W BO-
enHon. Xopoiiee moapobHoe 06BACHEHNE 0COOEHHOCTEN OMHOTO I3 MPOCTENIINX I~
dpoB — wudpa 3amervt I METOIOB €0 BCKPBITHA COMEPKUTCA B MBYX M3BECTHBIX
pacckazax: «30J0TOH KYK» O. Do U «DJsamymue dejqopedknms A. Konamn-/lomis.

DaccMoTpuM Godee mOAPOGHO MBa MPUMEDPA.

Mudp «Cumramby. ITOT MHdpP U3BECTEH CO BpeMeH BOWHBI CHapThl TPOTHB
Adun B V Beke 10 H.3. [ladg ero peaamsanny WCIOMB30OBAICA CIHTAIb — IJKE3J,
UMeIi (popMy HUANHApaA. Da COIUTAIb BUTOK K BUTKY HAaMaTHIBAJIaCh y3Kasd ITa-
nupycHas JeHTa (6e3 TpoGenoB W HAXJAECTOB), a 3aTeM Ha HTOH JAeHTe BAOMB OCH
CHUTAIA 3AMUCHBAICA OTKPHITEIN TeKeT. JleHTa pasMaThBalach N HOLYYAI0ChH (I

%) Kahn David. Codebreakers. The story of Secret Writing. New York: Macmillan, 1967.

3 Coboaesa T. A. Tafinomucs B uctopuu Joccun (Meropus kpunrorpadudeckon ciyKGbl

Doccun XVIII - magana XX B.). M., 1994.
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HETIOCBAIIEHHBIX ), 9TO TONEPEK JEHTH B GECIOPsAIKE HANCAHBl KaKHe-TO GYKBEL. 3a-
TeM JeHTa OTHpaBIAIach ajgpecary. Axpecar 6paJ TaKoW ¥Ke CIUTATb, TaKUM XK€
o6pa3oM HaMaTHIBaJ Ha HErO MOJAYYEeHHYIO JEHTY U 4uTaga cooObIieHWe BIOJIb OCH
CUMTAJA.

OTMeTnuM, 9T0 B >TOM I pe mpeobpazoBaHne OTKPHITOTO TEKCTA B MIN(PPOBaH-
HBIU 3aKJII0YAETCA B ONPENETEHHON TIepeCTAHOBKe OYKB OTKPBITOIO TEKCTA. DOITOMY
KJaacc mmppoB, K KOTOPHIM oTHocHTCA u mudp «CuuTaiby, HazbIBaeTCA wWudpamu
nepecmarosku.

Mudp Hezaps. IToT mmbp peaqunzyeT ciefyioliee Mpeobpa3zoBaHme OTKPHITOTO
TeKcTa: Kaxkas 6yKBa OTKPHITOTO TEKCTA 3aMeHSIeTCs TPEeThel mocie Hee GYKBOU B
ajaaBUTe, KOTOPHIN CINTAETCA HAMMCAHHBIM IO KPYTY, T. €. ocae 6YKBBI 1y CIeIyeT
6ykBa «ay. Ormernm, uTo llezaps 3amensa 6ykBy TpeThbell mocie Hee GYKBOW, HO
MOXHO 3aMeHATh U KaKOU-HUOCYAb Apyrou. l'maBHOe, YTOOBE TOT, KOMY TOCHLIAETCH
mmdpoBaHHOe cOOOIeHTe, 3HAA DTY BeAUYUNHY caBura. Kiacc mmdpoB, K KOTOPLIM
otHocuTcsa u mmdp llezaps, HazbiBaeTca wudpamu 3ameHsr.

W3 mpeaniayiero u3gokeHns NIOHATHO, 9TO TPUIYMBIBaHIE XOPOIIIETr o -
(bpa — Jeqo TpygoeMKoe. JOITOMY KeJaTeIbHO YBEAUYUTh (BpeMs YKUIHU»
Xopollero mugpa 1 NCHOIb30BaTh €0 11 NPPOBaHUA KaK MOXKHO O0JbIIEro
KOJHYecTBa COOOIIeH . D0 NP 3TOM BO3HUKAET OMACHOCTh, YTO TPOTUBHUK
yKe pasrafai (BCKpBLI) (P U 9ATaeT 3allniiaeMyo nHpopManmo. Ecin
JKe B mindpe ecTh CMEHHBIN K04, TO, 3aMEHUB K049, MOXKHO CIeJaTh Tak,
4YTO pa3paboTaHHble TPOTUBHUKOM MeTOMbI yKe He maloT 3¢ggeKTa.

DoJl KAN0UOM B KpUITOTpaduu MOHUMAIOT CMEHHBIN BJeMeHT udpa, Ko-
TOPBIM TPUMEHSeTCH Ui HTH(PPOBAHUA KOHKPETHOT'O COOBIIEHNs. DalpumMep,
B mmndpe «CuuTaiby KIOYOM SBASETCS AHAMETD CHUTAJA, a B HIN(pax THIA
mudpa llezaps kaodoM ABAfeTCA BeININHA CABATA OYKB MN(PPTEKCTa OTHO-
CHTEeNbHO OYKB OTKPBITOI'O TeKCTa.

Onucanubie coobpaKeHusd NPUBETH K TOMY, YTO 0G€30MacCHOCTDb Balllulia-
eMOll MH(POPMAIMK cTajla ONpefedsThcs B NepBYIO odepeib Kiawdom. Cam
mudp, WnudpMalliiia UIiM TPUHIUN UM POBAHUA CTAIN CIUTATh U3BECTHBIMU
OPOTUBHUKY ¥ MOCTYIHBIMHU JIJas NpelBapuTeJbHOrO U3y4eHUs, HO B HUX MO-
SIBIJICS HEH3BECTHBIN JIJsi IPOTHBHUKA KJAI0Y, OT KOTOPOT'O CYIIECTBEHHO 3aBH-
cAT TpuMenseMble nMpeobpasoBannsa nHpopMannn. Temeph 3aKOHHLIE TOABL30-
BaTeNl, Npexae 4eM oOMeHUBaThCs N(PPOBAHHBIMU COOOIIEHUAMU, MTOJKHbBI
TAlHO OT NPOTUBHHKA OOMEHSTHCH KJIYaAMH WIH YCTAHOBUTH OMMHAKOBHIM
K104 Ha 000MX KOHIAX KaHaJa CBA3U. A Jis MPOTHBHUKA HOSBHJIACh HOBasd
3ala4a — ONpeleduTh K04, TOocae Yer0 MOXKHO Jer'Kko NpoYuTaTh 3alllndpo-
BaHHbIE Ha DTOM KJafo4ye COOOIIeHN.

Bepuemcs ¥ ¢popMasbHOMY OMUCAHTIO OCHOBHOT'O 00LeKTa KPUITOT padpun
(puc. 1, ctp. 55). Temepb B HEro HEOGXOMUMO BHECTH CYIIECTBEHHOE H3MEHE-
Hile — J0OABHTH HEMOCTYIHBI s TPOTUBHUKA CEKPETHRIN KaHAJ CBA3U JLs
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Puc. 2.

obMena KiaodaMn (cM. puc. 2). Co3maTh Takoll KaHaJ CBA3M BIOJIHE PEATbHO,
NOCKOJbKY Harpy3Ka Ha Hero, BooOllle roBops, HeOoJblllad.

OTMeTuM Tenepb, 4TO HE CYLUIECTBYET €IUHOTO HIU(pa, MOIXOAIIEr0
st Bcex caydaeB. Boibop cnocoba minppoBaHus 3aBUCUT OT OCOOEHHOCTEH
HH(OpMAaIui, ee MEHHOCTH W BO3MOXKHOCTEN BJajelblleB 10 3allliTe CBO-
eil WHPOPMAINH. DpexkK e BCero NomuepkuémM G0MbIIoe pa3zHooOpasune BH OB
BalluiaeMoll WHPOPMANNN: JOKyMeHTaJdbHas, Tejed)OHHAS, TeJeBU3HOHHAS,
KoMIbioTepHas u T. 1. Kaxapld BuJ WHPOPMAINK HMeeT CBOU Chenuduye-
CcKlie 0COOEHHOCTH, U 9TH OCODEHHOCTHU CUJIbHO BAHAIOT Ha BHIOOD METOIOB
mnppoBaHus HHPOPMAUH. DJOJNBIIOE 3HAYEHHe HUMelT o00heMbl U Tpedye-
Mas CKOPOCTh Tepefadu nindpoBanton nudopMaluu. Beibop Bua mudgpa u
ero napaMeTpoB CYUIECTBEHHO 3aBUCHUT OT XapaKTepa 3alllnllaeMblX ceKpe-
TOB WIN TalHBEL. JeKOTOpHe TalHBl (HATPHMEp, TOCYIapCTBEHHBIE, BOCHHbIE
I Ip.) TOJKHBI COXPAHATHCS TeCATHIETHIMI, & HEKOTOPHe (HampuMep, Gup-
JKeBBIe) — yiKe depe3 HeCKOIbKO 9aCOB MOKHO Pa3riIacnTh. Jeo0X0InMO yai-
THIBaTh TaKzKe 1 BO3MOXKHOCTH TOI'O NPOTHBHUKA, OT KOTOPOT'O 3allulllaeTcs
mannas utngopmanus. QOIHO Meg0 — MPOTUBOCTOATE OJUHOYKE Wil nazxe GaH-
fle YPOJOBHUKOB, & IPYI'oe JeJ0 — MOIIHOU I'OCYIapCTBEHHOU CTPYKTYpe.

Crnoco6HocTb mudpa TPOTUBOCTOSATH BCEBO3MOXKHBEIM aTakaM Ha Hero Ha-
BBIBAIOT CMOtKOCMbIO wWuPpa.

Doj amaxol Ha wudp TOHUMAIOT MONLITKY BCKPBITHS DTOT'O HIK(PPAa.

DOHATUE CTOUKOCTH HIH(PA ABASETCS HEHTPAJbHBIM s KPUITOIPADUH.
XoTsd Ka4ecTBEHHO MOHATH €I'0 TOBOJLHO JeTKO, HO TOIyIeHNe CTPOTHX MTOKa-
ByeMbIX OIEHOK CTOHKOCTH IS KayKJI0I0 KOHKPEeTHOro IHindpa — npobiemMa
HepelieHHast. JTO 0ObACHAETCS TeM, YTO M0 CHX 1Op HET HEeOOXOJTUMBIX s
peleHnst TaKo#H MpobieMbl MaTeMAaTH9ecKnX pe3yabTaToB. (Mbr BepHeMcs K
06CYKIEHNI0 DTOIO BONMPOCA HIZKe.) DOITOMY CTONKOCTh KOHKPETHOT'O IIIH-
(¢pa oleHNBaeTCA TOJNbKO NyTeM BCEBO3MOMKHBIX MONBITOK €r0 BCKPBHITUA U
BaBUCHT OT KBaAU(PUKANIHA KPUNMOGHAAUMUKOE, aTaKyomux mudp. Taxyio
npolleypy MHOI A HA3bIBAIOT npoeeprol cmotixocmu.

BakHbiM TOATOTOBUTENABHBIM 3TANOM IS TPOBEPKH CTOUKOCTH MHindpa
SBJASETCH HPOJIYMbIBaHHE PABJUYHBIX MPENNoJaraeMbiX BO3ZMOXKHOCTEH, ¢
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HOMOIIILI0 KOTOPBIX MPOTHBHAK MOKET aTaKOBAaTh IIHQP. DOABIEHNE TAKIX
BOBMOXKHOCTEH y NPOTHBHNKA OOBIYHO HE 3aBHCHT OT KPUOTOrpaduu, 3TO
SIBASETCS HEKOTOPON BHEIIHEeN MOACKa3KOU I CYIIECTBEHHO BAHSET Ha CTOI-
KOCTD (P pPa. JOPTOMY OIeHKH CTOUKOCTH IH(pa BCET 1a COIepKaT Te Hpel-
MOJNOKEHNA O TeJdX U BO3MOXKHOCTAX MPOTHBHUKA, B YCJIOBHAX KOTOPBIX 3TH
OLlEHKHU TOJYYeHHI.

DJpex e BCcero, Kak 9TO y:Ke OTMedaJJoCh BHIIE, OOBITIHO CIUTAETCS, ITO
NPOTHBHUK 3HAET caM IIN(P N NMeeT BO3MOKHOCTH I €TI0 TpeBapuTelbHO-
ro u3ydeHns. JPOTUBHUK Tak:Ke 3HaeT HEKOTOPDLIE XapaKTePUCTHKH OTKPHI-
THIX TEKCTOB, HAIpUMED, OOIIYI0 TEMaTHKY COOOIIEHNN, HX CTUIb, HEKOTOPhIE
CTaHJIapTHI, (POPMATHL U T. 1.

N3 6oaee cnenuduiecknx HOpuBeleM e€IIEé TPH NPHMEPa BO3BMOXKHOCTEN
NPOTUBHUKA:

— MPOTUBHUK MOYKET TepeXBaThIBaTh BCe MN(pPOBaHHBIE COOOIIEHNS, HO HE
HMeeT COOTBETCTBYIOIINX UM OTKPBITHIX TEKCTOB;

— NPOTHUBHUK MOXKeT MepexBaThiBATh BCe MMM POBaAHHBIE COODIIEHNA U TOOKI-
BaTh COOTBETCTBYIOIINE UM OTKPHITHIE TEKCTHI;

~ NPOTHBHUK MMeeT MOCTYN K Mugpy (HO He K KiaodaMm!) I MO3TOMY MOKET
3an(ppOBLIBATH N TelIN(PPOBHIBATEH JIOOVI0 MHGOPMAINIO.

Da OPOTMKEHHN MHOTHX BEKOB CpPeld CHeNUAJNCTOB He YTHXAJH CIOPHI
0 CTOHKOCTH HIIMPOB H O BO3MOKHOCTH MOCTPOEHHS abCOJIOTHO CTOWKOIO
mndpa. DpuBeseM TPH XapakTePHLIX BHICKA3bIBAHUS Ha DTOT CIET.

Anramitckuit MaTemaTuk Japabs De66umx (XIX B.): «Beakuil deloBek, naxke
€ciii OH HEe 3HAKOM C TEXHUKOU BCKPBITHA MIN(POB, TBEPAO CINTAET, ITO CMONKET
m306pecTn abCOMIOTHO CTONKAN P, n 9eM Gojee yMeH U 06pa30BaH 3TOT YEMOBEK,
TeM Gosee TBepao 3To ybexmenme. S cam pasgensi 5Ty YBEPEHHOCTH B TevUeHHE
MHOTHX JE€T.»

«Orern xkubepHeTuKm DopbepT Bumiep: «/Irobon 1mmdp MoxkeT 6BHITH BCKPBIT, €C-
JU TOABKO B DTOM €CTh HACTOATEIbHasd HeOOXOAMMOCTH U WH(MOPMAIUS, KOTOPYIO
MPEeTIOJAr A€ TCA MOAYINTh, CTONT 3aTPAdeHHBIX CPEACTB, YCUANN N BPEMEHI. ..»

Aprop umdppa PGP P. 3ummepmanu («KommbioTeppas, Ned8 or 1.12.1997,
cTp. 45-46):

«Kax e, kTo mymMaeT, 9TO m300pei HENpOOMBaeMyl0 CXeMy IMH(pPOBAHUA, —
WM HEBEPOSTHO PENKHN T€HWH, WM MPOCTO HAWBEH W HEONBITEH. ..»

«Kax aerit nporpammucT BooOpaxkaeT cebd KpunTorpadoM, 9TO BEJET K PACIPO-
CTPAHEHNIO NCKAIOYNTENBHO IIOXOTO KPUITOOOECTIEIEHNS. ..»

B sakamodenne JaHHOT'O pa3fela CaelaeM emé OOHO 3aMeYaHue — O Tep-
Munogoruu. B Imocjaeqnee BpeMsi Hapsady CO CJI0BOM (<KpI/IHTOFpan)I/IH>) qacTo
BCTpedaeTCs U CJIOBO «kKPpUIITOJOI'MsI», HO COOTHOIIEHNe MeXK 1y HUMU He BCer' da
IIOHUMaeTCd MPpaBUJIABHO. Cenigac IIPONUCXOINT OKOHYaTeJbHOEe q)OpMHpOBaHHe
OTHUX HAaYYHBIX IUCHHUILINH, YTOUYHAIOTCA UX OpeIMeT I 3ada'l.
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Kpunmoaozus — Hayka, cocTosilllag U3 [IBYX BeTBell: KpUITOTpapuu u
KPUIITOAHAIN3A.

Kpunmoepadus — Hayka o cnocobax npeobpasoBanus (MndppoBaHNs) HH-
(popMalluu ¢ [eJbI0 ee BAllUThl OT HE3AKOHHBIX IMOJb30BATENEH.

Kpunmoanaiuz — Hayka (1 IpakTHKa ee IPHMEHEHNs) O MeTOLaX U CIO-
cobax BCKPbITHSA UM POB.

CooTHollenne Kpunrorpadpuu U KPUITOAHAJIN3A OYEBUIHO: KPUITOTDa-
pug — 3zalmTa, T.e. pazpaboTka MKUEMPOB, a KPUNTOAHAIN3 — HaNaleHNe,
T.e. aTaka Ha mndpbl. OTHAKO 3TH ABe MUCIHUIIUHEL CBA3aHbL APYT C IPYTOM,
1 He ObIBaeT XOPOUINX KpunTorpapos, He BJIAMEIOMINX MeTOMaAMI KpUOTOAHA-
JAN3a.

MATEMATHUYECKUE OCHOBEI

DOoJIblIIoe BIUsSHIE HA Pa3BUTHE KPUITOTPa(Ui OKa3aau MOSBUBIIHECH B
cepennHe Halllero Beka pabOTH aMepnkanHckoro maTteMaTnka Kaoga Ilenmo-
Ha. B oTux paboTax OBIIN 3aM0KeHH OCHOBHI TeOpHn HH(MOPMAINWH, a Tak-
JKe OBLT pazpaboTal MaTeMaTHYeCKUI almapaT M HCCIeTOBAHUT BO MHOTHX
06IacTAX HAyKH, CBABAHHBIX ¢ mHPopMannen. (OTMeTHM, KCTaTH, 9TO HBI-
wermHui 1998 rog — 0OUIEHHBIN IS Teopun UHMOPMALUl. DPUHATO CHU-
TaTh, 4TO TeOpHUs MH(pOpMaUUN KaK HayKa pojiuiack B 1948 romgy nocae ny-
onuxanuu padorer K. [llennona «Maremarudeckas Teopus CBHSI/I»4).)

B cBoen pabore «Teopus cBsa3u B cekpeTHHIX cucTemax» Kionx lllennon
00606111 HAKOILIEHHBIH [0 HEro onbIT paszpaborku mm@poB. OKazaloch, 4TO
Jaxke B CIOKHBEIX MH(pPax B KadecTBe TUIHIHHX KOMIOHEHTOB MOXKHO BHITe-
JUTh WUPpbl 3aMenbl, wWudpbl NEPECMAHOSKY WIN UX COYETAHUS.

ugp 3amenbr sBAsieTCSs NPOCTENNTNM, Hanbodee MONYASPHBIM HTH(PPOM.
Tunuunbivu npuMepamu siBastores mudp Hezaps, uudupras azbykas deTpa
Bennkoro n «masirymue senoBedkmy A. Koman-/lonas. Kak Bugno ns camoro
Ha3BaHusA, QP 3aMeHbl OCYIIeCTBIAeT NpeobpasoBaHne 3aMeHbl OYKB HAN
IPYTUX «dacTedy OTKPEITONO TEKCTA Ha AaHAJONHYHBEIE «4acTHy ITHPPOBaAHHO-
ro Texkcra. Jlerko garh MaTeMaTHYecKoe onucanue mudpa 3aMeHbl. JycTbh X
n Y — nBa andaBuTa (OTKPHITOrO I MIH(GPOBAHHOI'O TEKCTOB COOTBETCTBEH-
HO), COCTOAIINE U3 OTNHAKOBOIO IHCIa CHMBOJIOB. DyCTh Takke ¢: X — Y —
B3anMMHOO[HO3HaYHOe oToOpaxkenue X B Y. Torza mudgp 3aMeHbl JTeiCTBY-
€T TaK: OTKPBITHIH TEKCT 1% ...T, Ipeobpasyercs B UIH(MPOBAHHBIN TEKCT

g(z1)g9(z2) ...g(x,).

) Shannon C. E. A mathematical theory of communication // Bell System Techn. J. V. 27,
Ne3, 1948. P. 379-423; V. 27, Ne4, 1948. P. 623-656.
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Il p nepecTanoBKN, KaK BUIHO W3 HA3BAHUA, OCYIIECTBAIET Mpeobpaso-
BaHHe MepecTaHOBKN GYKB B OTKPHITOM TeKcTe. THMHIHLIM TpUMepoM Mudpa
nepecTaHoBKH sBjsieTcs mu@p «Cuuraiby. OOBIYHO OTKPHITHIH TEKCT pazou-
BaeTCs Ha OTPE3KH PABHOU IIMHBEI U KAXKJIBIH OTPE3OK MIN(MPYETCS HE3ABUCH-
MO. DYCTh, HAIPUMEp, [JJINHA OTPE3KOB PaBHA 1 U & — B3aUMHOOHO3HAYHOE

oTobpaxkenne MHOKecTBa {1,2,...,n} B cebsa. Torga mmdp nepecTaHOBKH
TefCTBYeT TaK: OTPE30K OTKPHITOIO TEKCTA &7 . . . T, IpeodpaszyeTcs B 0OTpe-
30K MIN(POBAHHOIO TEKCTA Ty(1) - - - Lo (n)-

Baxkuenmmm s pasBuTus Kpunrorpadgpuu 6o pesyabrar K. [llennona o
CYIIeCTBOBAHUY 1 € IMHCTBEHHOCTH abCOMOTHO CTONKOrO M pa. EanncTBen-
HBIM TaKUM TH(PPOM ABITETCA KaKas-HUOY Ib (pOpMa TaK Ha3BIBAEMON 4€HMbl
00HOKPAMHO20 UCTOAB306ANUSA, B KOTOPOHN OTKPLITHIN TEKCT «OObeHHICTCAY
C MOJHOCTHIO CAYYAHHBIM KAIOYOM TAKOW Ke IINHEI.

DToTr pesyabrar 661 gokazan K. IlleHHoHOM ¢ mOMOIIbIO pazpaboTaHHO-
r'o UM TeopeTHKO-HH(POPMAINOHHOIO MeTOfa HCCAefoBanus mndpoB. Mbl He
OyeM 3JeCh OCTaHABIMBATHLCA Ha DTOM TOJIPOOHO, 3AaHHTEPECOBAHHOMY Y-
TaTero peKoMenIyeM n3yinTh padory K. [llennona?).

O6¢cyanM 0COBEHHOCTH CTPOEHHUS aBCOTIOTHO CTONKOTO MH(ppPa W BO3ZMOK-
HOCTH €r'o NpaKTHIeCKOro HCHoNb30BaHud. THIHIHBIM 1 Hanbodee TPOCTHIM
IPUMEPOM peatusalii abCcoMOTHO CTONKOro mindgpa sBasercs uindgp Bep-
HaMa, KOTOPBIH OCYIIeCTBISET NOONTOBOE CJAOKEeHHe N-GUTOBOI'O OTKPHITOTO
TeKCTa U N-OUTOBOrO KJII0Ya:

yi=x; bk, 1=1,...,m.
3jiech Ty ..., — OTKPBITHIU TeKCT, ki, ..., k, — KI0O4, iy ...Y, — Mudpo-
BaHHBIN TEKCT.

DO9ePKHEM, 9TO I abCONIOTHON CTONKOCTH CYIIECTBEHHBIM SBISETCA
KazK[oe U3 CIeIYIoNnX TpeboBaHiil K JeHTe 0JHOKPATHOI'O HCIOJb30BAHU:

1) moiHast cIy9alHOCTH (PaBHOBEPOSATHOCTH) KIiOYa (3TO, B 9aCTHOCTH,
O3HAYaeT, YTO KUY HeIb3si BHIPpabaTHBAThL ¢ OMOIIbI0 KAaKOTO-1160 feTep-
MUHHPOBAHHOTO YCTPOUCTBA);

2) paBeHCTBO [IMHBL KJIOYa I [IHHE OTKPHITOI'O TEKCTA;

3) OHOKPATHOCTD HCIOIH30BAHMSA KIIOYA.

B ciydae HapyuieHns XoTs Obl OJHOTO U3 DTHX YCJAOBUH MIH(P HepecTaeT
OBITH AOCOJIOTHO CTOUKIM 1 MOABAAIOTCS TPUHIUTHATHHBIE BO3MOKHOCTH s
ero BCKPHITHA (XOTSA OHU MOTYT OBITH TPYIHO PeaJn3yeMbIMI).

%) Shannon C. E. Communication theory of secrecy systems // Bell System Techn. J. V. 28,

Ned4, 1949. P. 656-715.
dycek. nep. B: Hennon K. Daborw 1o Teopun ungpopmarun u kubepueruxe. M.: MJI, 1963.
C. 333-403.
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D0, OKa3BIBaeTCH, UMEHHO BTH YCJIOBUS U AeJa0T abCOMIOTHO CTOUKUN
mngp oYeHb JOPOrUM U HEPAKTUYHBIM. DpeXke 4eM MOJAb30BaThCs TaKUM
mndppoM, Mbl JTOJKHBI obecnednTh BceX aBOHEHTOB MOCTATOYHBIM 3aIAacCOM
CAYYANHBIX KAOYel U UCKJIYUTh BO3MOXKHOCTH UX OBTOPHOIO HPUMEHEHNS.
A 510 cienaTh HEOGBIYANHO TPYIHO H JOPOTO.

Kax ormewan /. Kan: «Jdpobaema cozgannsd, perucTpaliui, pacipoCcTPaHeHua I
OTMEHEI KJIIOYeN MOXKET IIOKa3aThCA HE CINIIKOM CJIOXKHOU TOMY, KTO HE IMeEE€T OIIbITa
nepenavm COO6IHCHI/Iﬁ 10 KaHaJ/laM BOEHHOU CBsA31, HO B BOCHHO¢€ BpeMs obbeM nepe-
MaBaeMBIX COOOIIEHNN CTABUT B TYMUK Jaxe TPO(peCCHOHATBLHBIX CBA3NCTOB. 3a CyT-
K1 MOT'yT OBITDH 3aHH/IdI’)pOBaHbI COTHI TBICAY CJIOB. CO3,Z[&HI/IC MHIJIJINOHOB KJIIOYE€BBIX
3HAKOB MOTpeboBaao 6Bl OTPOMHBIX (DMHAHCOBHIX U3JepkKeK U O6LII0 OBl COMPAKEHO C
GOMBINNMH 3aTpaTaMi BpeMeHH. Tak KaK KaXIBIH TEKCT JOMKeH WMETh CBOU CO6-
CTBeHHbeI, e,Z[HHCTBeHHbIﬁ n HeHOBTOpHMbIﬁ KJ/II0Y, TpUMEHEHNE I/I,Z[eaJIbHOI;,I CHICTEMBEL
moTpeboBaso 6B Mepegatdn Mo KpaWHeH Mepe TaKoro KOJUYIeCTBa 3HAKOB, KOTOPOE
SKBHBaJECHTHO BCEMY o6%eMy Hepe,anaeMoﬁ BOEHHOU I/IHdepM&HI/H/I.)}

B cuay ykazaHHBIX NPpUYHH abCOMIOTHO CTOWKHE INH(PHI MPUMEHSIOTCH
TOJBKO B CeTAX CBA3U ¢ HeGOIBbIINM O0OBEMOM IepeaBaeMoll HHMOPMAIH,
OOBIYHO DTO CeTH [UId Nepefadn 0cob0 BayKHOU IOCYTapCTBEHHOU HH(POpPMa-
UNH.

Termepb y:Ke NOHATHO, YTO Yallle BCEr'o [Js 3alllUThHl CBOeH WH(MOpMAINK
BaKOHHBIE MOJb30BaTeNN BEIHYKIEHBI MPUMEHATh HeabCOMITHO CTOUKIE THH-
¢poi. Takue mudpel, M0 KpaliHel Mepe TEOPETUYECKH, MOTYT ObITh BCKPhI-
Thl. Bonpoc ToABKO B TOM, XBATHUT JH V TPOTHBHUKA CHJ, CPEJICTB U BpeMeHN
IJst pazpaboOTKU U peanu3alii COOTBETCTBYIOMNX aaropuTMoB. OBBIYHO 5Ty
MBICAb BhIpazkaloT TakK: MPOTUBHUK ¢ HEOI'DAHUYEHHBIMU pecypcaMu MozKeT
BCKPBLITH JI000H HeabCOMIOTHO CTORKHH HIH(p.

Kak xe gonxeH meilcTBOBaTh B DTOU CHTYAllMH 3aKOHHBIN MOJb30BATENb,
BrIGUpast misi cebs mudp? Jlydine Bcero, koHedHo, GbLI0 ObI OKa3aTh, YTO HH-
KaKoll MPOTHBHUK He MOXKeT BCKPHITEH BHIOpaHHbIN Hindp, ckaxKem, 3a 10 jer
H TeM CaMBIM MOJYYUThH TEOpeTHYeCKylH OHeHKY cTolkocTu. K coxagenuio,
MaTeMaTHiecKasd TeOpHs elllé He MaéT HYKHLIX TeopeM — OHH OTHOCATCA K
HEPEIIEHHOT NPOGAEME HUNCHUT OUYEHOK CAOHCHOCTNU 3a0aN.

DO03TOMY V TIOJH30BaTeNs OCTAETCS e[UHCTBEHHBIH NyTh — MOJydeHue
OPaKTHYECKHX OIEHOK CTOUKOCTH. DTOT MYyTh COCTOUT U3 CJAEIYIOMINX DTa-
MOB:

— MOHATL U 96TKO cPOPMYJINPOBATH, OT KAKOTO MPOTUBHUKA MBI cOGMpaeMcs
3alIuIIaTh NH(POPMALNO; HeOOXOIUMO YACHUTH, YTO MMEeHHO MPOTUBHUK 3Ha-
eT WJIN CMOXKeT y3HaTh O CHCTeMe LINQpa, a Takke Kakie CUIbI I CPeICTBa
OH CMOYXKeT NPUMEeHUTh [JIf er0 BCKPbITHUS;

— MBICJEHHO CTaTh B MOJOYXKeHHe NPOTUBHUKA H MBITATHCS C €r0 MO3UIHN
aTakoBaTh WNQp, T.e. pazpabaTeiBaTh pa3juydHble aJTOPUTMbBI BCKPBITHA
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mudpa; Tpu 3TOM HeOOXOIUMO B MaKCHMAJILHOH Mepe 06ecnednTh MOJenn-
poBaHme CII, CPEACTB U BOZMOKHOCTEH MPOTHBHIKA;
— HAWAYYIINA U3 pa3paboTaHHBIX aATOPUTMOB NCTOIB30BATEH IS TPAKTHTe-
CKOH OIEeHKH CTOUKOCTH MIHPpa.

3jech MOJME3HO s HIAICTPAlll YIOMSHYThH O JIBYX MPOCTEUIINX METO-
TaxX BCKPHITHA HIHdpa: CIydaiiHoe yraTbiBaHue Kiaoda (0H cpabaThBaeT
MaJeHBKOH BEPOSTHOCTHIO, 3aTO MMeeT MaleHbKYIO CIOKHOCTH) U Hepebop
BCeX MO KIodYell BILIOTH M0 HAXOXKIEHHS HCTHHHOTO (OH cpabaThiBaeT
BCerIa, 3aTO NMeeT OYeHb OOJBIIYIO CJIOKHOCTH). OTMETHM TakkKe, 9TO He
BCera Hy:KHa aTaka Ha KJIIOT: MIS HEKOTOPHIX MI(YPOB MOKHO CPa3y, Tayke
He 3HafA KA0Ya, BOCCTAHABANBATH OTKPHITHIN TEKCT MO MHQPPOBAHHOMY.

I[IOBLIE HAIPABJEHUSA

B 1983 rony B xuure «Kogbt u maTemarukay M. 9. Apminnosa u JI. E. Ca-
TOBCKOTO (6mbanoTedka «KBaHT») OGBLIO HAMNCAHO: ¢J)PHEMOB TAHHONNCH —
BeJNKOe MHOXKECTBO, H, CKOpee BCero, 3To Ta 0bJacTh, I'le yiKe HEeT HY Kbl
OPHIYMBIBATH YTO-HUOY Ib CYIIeCTBEHHO HOBOE.» O MHAKO 3TO GLLIO OYepeTHoe
6oabItoe 3abayXK IeHNe OTHOCHTEIbHO KpunTorpaduu. Eme B 1976 roxy 6n1-
Ja onyGauKoBaHa paboTa MOJOMKIX aMepUKaHCKHX MaTeMaTukoB Y. luddu u
M. D. Xenrmana ¢JoBbe HAIpaBIeHd B KpAITOrpaduim®), KoTopad He TOIb-
KO CYIIECTBEHHO W3MeHHJa KPUITOrpaduio, HO U NpHBeda K TOABICHUI U
OYpPHOMY PazBHTHIO HOBHIX HallpaBieHud B mMaremarTuke. lleHTpasbHBIM TO-
HATHEM «HOBOU KPHINTOIpapuiy SIBASETCS HOHATUE ONHOCTOPOHHEH (PYHKIIHK
(mogpoGree 06 »TOM cM. cTaThbio J.J.BapHOBCKOrO B HacTOAIIEM HOMepe
KypHaJa, cTp. 71-86).

Odnocmoponnedi nasbiBaetcs gpyuknusas F: X — Y, obragamornias 1ByMs
CBOUCTBAMU:

a) CyMecTBYeT MOJNNHOMUAIBHBIN AITOPITM BBIYNCIeHNS 3HaYeHnn F(2);

6) He CyMIeCTBYET MOJMHOMHATBHOTO ANTOPUTMA UHEEPTNUPOEAHUL (PYHKIIH
F (1.e. petmenns ypaBaernnus I'(z) = y OTHOCHTENBHO & 15 HEIPEHEOPEIKIMO
MaJOH [01 06MACTH 3HAYEHNH (PYHKINHN).

OTMeTuM, YTO OMHOCTOPOHHSS (PYHKIUS CYHIECTBEHHO OTJANYAaeTCs OT
(PYHKIME, OPUBBIYHBIX CO MIKOAbHOU CKaMbH, U3-3a ONDAHUYEHHH HA CJIOMK-
HOCTh ee BHIYUCJEHHs W UHBepTHPOBaHus. Bomnpoc o cyilecTBoBaHuu OJTHO-
CTOPOHHUX (PYHKIUE TTOKa OTKPHIT.

[dpyruMm noustuem, Gojee BJIMIKUM K TPAJUIUOHHOW Kpunrorpaduu, B
KOTOPOU eCTh CeKPEeTHBIN KJI0Y, ABJISeTCH MOHATHE GYHKYUU ¢ CEKPEMOM.

U U . CeAAMAH . . AIMUITEHHOCTDb W I/IMI/ITOCTOI/UIKOCTB. BeICcHIEC B KPHWIITO-
2 V., X M.5.3 B

rpaduio // TUNDD. T. 67, Ne3, 1979.
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Wuorga eié ynorpebasercs TepMuH Pyukyus ¢ toeyukol. Pyuxyued ¢ ce-
xpemom K naswiBaeTcda ¢pyuknua Fri: X — Y, 3aBucaimas ot mapameTpa K
i obJagalolias TpeMs CBOUCTBAMU:

a) mpu a0b6oM K cymuecTByeT MONNHOMUAJBHBIN aJTOPHTM BBITHCJIEHNS 3Ha-
qennit i (z);

6) mpu Hem3BecTHOM K He CyIIeCTBYeT MOJMHOMHATBHOI'O AJTOPHTMA HHBEP-
THpoBaHuA F;

B) IpH M3BeCTHOM K CyHIeCTByeT MOIMHOMHUAJIBHBIN aJiTOPHTM HHBEPTHPOBa-
nus Fr.

DpOo cylllecTBOBaHNe (PYHKIUI ¢ CEKPETOM MOXKHO CKa3aTh TO YKe caMoe,
YTO CKa3zaHo Npo ofgHocToporHne GPyHKiuu. /is npakTudeckux meaeil Kpui-
Torpadun 6BLI0 TOCTPOEHO HECKONBKO (PYHKIINH, KOTOpPHIE MODIYT OKa3aThCs
GyakunsMu ¢ cekperoM. [l HIX CBOHCTBO 6) MOKa CTPOrO HE MOKA3aHO, HO
H3BECTHO, YTO 3a/ada HHBEPTUPOBAHUA DKBUBAJEHTHA HEKOTOPOU [TaBHO U3Y-
YaeMOU TPYIHOU MaTeMaTHYecKol 3ajade. Daubojee U3BECTHOU U TMOMYJISp-
HOW W3 HUX ABJSETCH TEOPETUKO-YHCAOBas (PYHKIUS, HA KOTOPOU MOCTPOEH
wndgp RSA (mogpobree 06 sTom cM. craThio FO. B. Decrepenko B HacToOsAIIEM
HOMepe KypHaJaa, cTp. 87-114).

Dpumenenne (PYHKINN ¢ CEKPEeTOM B KPUITOTpadpuil MO3BOJAET:

1) oprannsoBaTh 06MeH MNGPPOBAHHBIMI COOOIIEHUSIMN ¢ HCIOIH30BAHIEM
TOJBKO OTKPBITHIX KAaHAJIOB CBA3H, T.e. OTKa3aThCi OT CEKPETHHIX KaHAJOB
CBSI3U ISl IPEIBAPUTEILHOTO OOMEHA KIAI0YaMuU;

2) BKJIIOYNTH B 3a1a9y BCKPHITHS MN(pa TPYIHYIO MATEMATHIECKYIO 3a-
Iady W TeM CaMbIM TOBBICHTH OOOCHOBAHHOCTH CTOUKOCTH HIA(Pa;

3) pemaTh HOBble KpUNTOTpadpudeckne 3aTaql, OTINIHBE OT MH(PpPOBa-
Hust (yugposas nodnuce u Ip.).

Omnnuiem, HampuMep, Kak MOKHO pealn3oBaTh I. 1). Doab3oBaTenb A, Ko-
TOPHIE XO4YeT MoJAyYaTh HIH(PPOBaAHHBIE COOBIIEHUS, TOJKEH BHIOPATH KaKy0-
Huby b pyukuo Fy ¢ cekperom K. OH coobiaeT BceM 3auHTepecOBaHHbIM
(rampumep, mybanKyeT) onncanne GyHKINN [ B KadecTBe CBOETO allOPUT-
Ma M pPOBaHUs. DO NP BTOM 3HaYeHne cekpeTa [ OH HUKOMY He cO00IaeT
u gepKuUT B cekpere. Eciu Teneps mnonbzoBaTenb B XodeT MOCIATH MOJb30-
Barenio A sammniaemyio nagopMannio ¢ € X, To on Beruncaser y = Fi (z) n
MOCKLIAET Y 110 OTKPHITOMY KaHaJIy MOJb30BaTeN0 A. DOCKOIbKY A [1is cBoe-
ro cekpera K yMmeeT WHBEpTUpPOBATH F, TO OH BBIYUCASET & 1O TMOJYYEHHO-
MY Y. DUKTO Ipyroil He 3HaeT K 1 MOTOMY B CHIy CBOHCTBa 6) (PyHKIHUN C
CEKPETOM He CMOYKeT 3a MOJMHOMHAJbHOE BpeMs MO UBBECTHOMY HIM(POBAH-
HOMY cO0OIIeHno [y (#) BHYICINTD 3aliniaeMyo nHPOPMAIHO &.

OnucaHHy CUCTEMY HA3bIBAT KPUNMOCUCTEMOU € OMKPLUNDIM K0~
Y4OM, TTOCKOJbKY aJropuTm uindpoBanus Fp sBAseTcs OOIMIETOCTYMHBIM WAL
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OTKPHITHIM. B nocientee Bpems Takue KPUITOCHCTEMEI ellé Ha3bIBAOT GCUM-
MEMPUUHDLMY, TOCKOJBKY B HUX €CTh aCUMMETPHS B aJlOPUTMAX: ajlOpHT-
MbI HIH(PPOBAHUA U TelnPPOBAHUS pa3iudHbl. B oTandme OT TaKUX CUCTEM
TPpaUIHOHHBIE THH(PPE HAZBIBAIOT CUMMEMPUUHBLMUY: B HUX KJIFOY JJAS IIH-
(ppoBaHus U JTelN@POBAHUS OIUH U TOT Ke, I HMEHHO MO3TOMY €ro HyKHO
XpaHUTh B cekpeTe. [las acUMMeTPHYHBEIX CHCTEM aJrOpUTM IMU(POBAHUS
0011Ien3BeCTeH, HO BOCCTAHOBUTH M0 HEMY AJI'OpUTM HelliundpOBAHUS 3a IO-
JHHOMUAJTBHOE BpeMs HEeBO3MOZKHO.

Onucannyio Boitie uieo Juddu u Xeriman npemioRuin UCHOJb30BaTh
TakzKe g MHPpPOBONl MOIIUCH COOOIIeH, KOTOPY0 HEBO3MOXKHO MO eNaTh
3a MOJMHOMUAJbHOE BpeMs. DYCTh MOJIb30BATEN0 A HEOOXOTUMO MOIIHCATh
coobuienne z. OH, 3Has cekper K, HaxognT Takoe y, 4to Ik (y) = =, u
HOChLIAET Y MOJAb30BaTento B B KadecTBe CBOell IMU(MPPOBOU HOJNUCH. DOJb-
3oBaTelb B XpaHUT y B KadecTBe MOKa3aTedbCTBa TOrO, 4TO A mojmucad
cooOllenne x.

CooOblierne, TOANHCAHHOE THPPOBON TOJNHUCHI0, MOYKHO HPEICTABAATE Ce-
6e kak mapy (z,y), rjge @ — cooblenne, y — pellenne ypasuenns i (y) = z,
Fri: X =Y — QyHKIus ¢ ceKpeToM, u3BecTHAd BCeM B3aWMOIeUCTBYIOIINM
abonenTaMm. W3 onpenenenus QpyHkuun Fg O04eBUIHBI CAeIVIONIHE TOCTOWH-
cTBa MUPPOBON MOJTHUCH:

1) mogmnmcaTh cooblilenne x, T.e. pelinTh ypaBHeHne Fi(y) = &, MoxKeT
TOJBKO abOHEHT — obJajaTelb TaHHOrO cekpeTa K IpYyruMu CI0BaMu, mo,I-
IeaaTh HOJNNCE HEBO3MOKHO;

2) IpOBEPHTH MOMINHHOCTH MOJANUCH MOXKeT 060N aGOHEHT, 3HAMIINI
OTKPBITHIN KJIKOY, T.e. caMy PyHKIu Fi;

3) mpH BO3HHKHOBEHHH CIOPOB OTKAa3aThCA OT MOJINNCH HEBO3MOXKHO B
CHJIY ee Helo/I [eJhIBaeMOCTH;

4) mognncaHHble cOOOUIeHNs (&, y) MOXKHO, He Olacasch yiiepoa, mepechi-
JaTh 1O JOOBIM KaHaJaM CBS3H.

Kpowme npunnuna nocTpoeHus KpUITOCHCTEMBI ¢ OTKPBITHIM KJIHYOM,
Juppu n Xenaman B TOU Ke pabdoTe NPEMJIOKUAN eI1€ OTHY HOBYIO e
— omxpweimoe pacnpedetenue kmouet. OHN 3aJaJnch BOIPOCOM: MOKHO JH
OPraHU30BaTh TaKyl0 MpOIeIypy B3aumomeicTBus abonenToB A u B mo oT-
KPBITHIM KaHAJaM CBA3H, YTOOHI PELINTh CJAeIYIOININEe 33 Ta4n:

1) Bradare y A m B HeT HUKakol oOIell ceKpeTHON MH(OPMAINN, HO B
KOHIIe MpONeIyphl Takas o0inas cekpeTHas nudopmanus (obmui kiod) y A
u B nosiBasercs, T.e. BEpaGaThIBaeTCs;

2) MPOTHBHUK, KOTOPHLIH MepexBaTHIBaeT BCe Neperadn HWHPOPMAUNH §
BHAET, YTO XOTAT NOJAY4uTh A u B, TeM He MeHee He MOYKeT BOCCTAHOBUTH
BEIPaOOTAHHLIN 00mu Kiod A u B.
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JMudpdu n Xermman TpefIoKuIn PeniaTh 5>TH 3aa4n ¢ TOMOIIBIO (GYHKITTH
F(z) =a” (mod p),
rae p — GOJBINoe MPOCTOE THCIO, & — MTPOU3BOJBHOE HATYPAILHOE [THCIO,
« — HEKOTOPHIH npumumuenvii asemenm noas G F(p). ObienpusHanto, 910
nHBepTHpOBaHne GyHKunn o’ (mod p), T.e. mUCKpeTHOe JorapudMupoBa-
HIe, ABASEeTCS TPYIHON MaTeMaTHIeCKOH 3aJatdel.

Cama mpotenypa win, KakK TPUHATO TOBOPUTH, NPOMOKOA 6bIPAGOMKY 06-
Upe20 KA0UA OTUCHIBACTCS CIETYIONIM 06Pa3OM.

Ynucaa p 1 o cIUTAIOTCS OBIIETOCTYTHBIMI.

AbonenTsl A m B He3aBWCHMO JAPYT OT Apyra CAyTIaliHO BHIOWPAOT TO
OTHOMY HATYPaThHOMY IHCAY — CKaXKeM T4 U £ 5. DTH DIEMEHTHI OHI JepKaT
B cexpeTe. [lanee KayK BN W3 HUX BBIYUCASET HOBHIN DJIEMEHT:

ya=a"* (modp), yp=a"F (mod p).

DOTOM OHI OOMEHMBAIOTCS DTUMT DAEMEHTaMW To KaHaay ¢Basnu. Temepnb a6o-
HEHT A, MOJYYUB Yp U 3HaA CBOU CEKPETHLIN DAEMEHT I 4, BHIYHCAAET HOBLIN
DAEMEHT

yg' (mod p) = (a"?)"*  (mod p).
AHajorudHo nocTymnaet aGoHeHT B:

yi® (mod p) = (a")"®  (mod p).
Tem cambim y A u B nosiBuics OOIIUE DJAeMEHT M0Js, paBHbIN “A¥B. DToT
DAEMEHT U OOBABIsIeTCS o6unM Kitodom A n B.

W3 onmcanns mpoTOKOIa BIHIHO, 9TO TPOTUBHUK 3HAET P, v, &FA, B He
3HAET T4 W g W Xo4UeT y3HATh "ATB. B HacTosiee BpeMs HET airopuTMOB
TeACTBHN TPOTHBHNKA, OoJdee DPOEKTHBHBIX, TeM JTHCKpeTHOe JOoTapudMi-
poBaHme, a BTO — TPy AHAS MaTeMaTHIecKas 3a1aqa.

Yenexn, TOCTUTHYTHE B pazpaboTke cxeM M pOBOT TOANNCH T OTKPLITO-
T'0 pacnpejeeHns KJIoTed, TO3BOANIN TPUMEHATEL DTH NAeH Tak:kKe N K APy-
UM 3aJatdaM B3aNMOTeHCTBUSA yaTeHHBX aboHeHTOB. Tak BO3HNK.IO 60IBIITOE
HOBOE HalpaBleHNe TeopeTHHIeCKON KPUITOoTpadun — KPHUNTOTpadpuiecKne
TPOTOKOIBI. DO KPUNMOPAPUUECKUM NPOMOKOAOM TTOHEMAIOT TaKyio MpPO-
nefypy B3amMOIeNCcTBHS abOHEHTOB, B pe3yabTaTe KOTOPOH abOHEHTH (He
NPOTUBHUKNA!) TOCTUTAIOT CBOEN IeNN, a MPOTHBHUK — He JOCTHIAET.

O6BeKTOM U3YYeHUS TEOPHH KPUITOTpaduIecKuX MPOTOKOJOB SBIAIOT-
¢l yaadeHuble abOHEHTH, B3aNMOTeNCTBYIONINE MO OTKPHITHIM KaHaJaM CBs-
su. lennio B3anMogencTBIA aGOHEHTOB SBAAETCA pellleHne KaKOH-TO 3a Ta<din.
Nmeercss Takke TPOTHBHUK, KOTOPHIH TpecieqyeT cOGCTBEHHDBIE MeAn. D pu
HTOM TPOTHBHUK B PasHBIX 3afadaX MOXKET NMeTh pa3Hbie BO3MOXKHOCTH: Ha-
TpuMep, MOXKeT B3anMOIeHCTBOBATE ¢ aO0OHEHTAMI OT UMEHH JIPYTHX abOHeH-
TOB WIH BMEIIHBATHCA B OOMeHBI WHGpOpMAIed MeXa1y aGoHeHTaMu W T. 1.
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DPOTUBHUKOM MOXKET JayKe OKazaThCHd OMUH U3 abOHEHTOB WJIH HECKOJIbKO
ab0OHEeHTOB, BCTYIIUBIINX B CI'OBOP.

DpuBeieM ellé HeCKOJAbKO PUMePOB 3a1a4, pellaeMbIX VIaJeHHBIME abo-
HenTamu. (YnTaTenio peKoMeHIyeM 1O CBOEMY BKYCY CaMOCTOSTETHHO MpPH-
JIyMaTh €eIlIé KaKne-HuOy b MPUMEpHL. )

1. BzaumojgelicTByOT Ba He MOBepsAIOMIUX APyl npyry aborenTa. OHu
XOTSAT TMOANUCATH KOHTPAKT. DTO HAMO CAeMaTh TaK, 4TOOLI He MONYyCTUTh
CJAeIYIOUIYIO CUTYAlHIo: ONWH U3 aDOHEHTOB NONYYNI NOANUCH APYTOro, a caM
He MOANNCAICH.

DPOTOKOJ pelleHns DTON 3a1adn MPHHATO HA3HKIBATH NPOMOKOAOM NOO-
NUCAHUA KOHMPAKMNA.

2. BzaumopmeiicTBYIOT [gBa He JTOBepSIOINIHX JApYyr Apyry abonernTa. OHu
XOTSAT OPOCUTH Kpebuil ¢ HOMOIbI0 MOHETHI. JTO HALO ClelaTh TaK, 49TO-
Obl abOHEHT, MOAOPACHIBAIOIINNT MOHETY, HE MOT' H3MEHUTH Pe3yabTaT MOo/-
OpachlBaHusd NocCJe MOAyHYeHus MOrafaki oT abOHeHTa, yrablBalOIIero 3ToT
pe3yabTart.

DPOTOKOJ pelleHns DTON 3a1adn MPHHATO HA3HKIBATH NPOMOKOAOM NOO-
Opacvi6 aHUSL MOHEMDL.

OnutiieM oWH U3 TPOCTEUINX MPOTOKOJIOB TOAGPACHIBAHNUA MOHETHI IO Teedo-
Hy (Tak HaspiBaeMas cxeMa Oiaoma-Mukaan). /laa ero peaamsanun y aGoHEHTOB A
u B pomxua 66ITH onHOCcTOpOoHHAA QyHknua f: X — Y, yaoBieTBopsIONIas clenyto-
M YCJIOBUAM:

1) X — KOHeYHOe MHOXKECTBO IENbIX IHCeT, KOTOPOe CONEPKNT OINHAKOBOE KO-
JUYeCTBO UETHBIX W HEUYETHBIX YUCET;

2) mobeie ncaa ¥, £ € X, uMetotne oauH obpas f(x1) = f(z2), uMeroT ogHy
TE6THOCTD;

3) mo 3agaHHOMY 06pasy f(%) «TPYAHO» BEIYHCINTH YETHOCTH HEM3BECTHOT'O ap-
ryMeHTa &.

Doub MOAGPACHIBAHNA MOHETHI UTPAET CAYIaANHBIN U PABHOBEPOATHBIA BHIGOD HJe-
MeHTa ¥ € X, a PoJb Opia U PElKd — Y6THOCTH W HEUETHOCTH & COOTBETCTBEHHO.
Jycte A — aboHeHT, MOACPACHIBAIOIINT MOHETY, & B — abOHEHT, yraIbIBAIOMINI
pesyabpTaT. DPOTOKOM COCTOUT U3 CJAEAYIONINX IIaroB:

1) A BeiGupaeT & («moAOPaCEHIBAET MOHETYY ), 3alIN(POBLIBAET &, T. €. BHITHCAAET
y = f(x), mw mocel1aeT y aGoHeHTy B;

2) B moayd4aer y, MBITAcTCA yragaTh YETHOCTH & H IOCHITAET CBOIO JOTAJKY
abomenTy A;

3) A moaydaer goranky or B u coobiiaeT B, yramgal inm OH, TOCELIAA €My BBI-
6paHHOe TUCAO ]

4) B nposepseT, He oOMaHBIBaeT A A, BRIYHCIAA 3HadYeHne f(x) W cpaBHHBaA
€ro ¢ MOMyYeHHBIM Ha BTOPOM IIare 3HAMCHUEM Y.

DEeKOMEH,TYeM IUTATEN0 CAMOCTOATENHHO TPOBEPUTE, ITO HEOOX0 AUMbIe Tpe6o-
BaHUA K MPOTOKOJIY MOAGPACKIBAHUSA MOHETHI BBITOAHEHBI U3-3a CBOUCTB (DYHKIIH f.
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3. BzanmvogenctBytor nBa abonenTta A m B (TunuvyHbE npumep: A —
KaneHT 6anka, B — 6ank). AGoHeHT A X04UeT JoKa3aTh abOHEHTY B, 4To OH
HMEHHO A, a He TPOTUBHHUK.

DPOTOKOJ pellieHns >TOH 3aa91 MPUHATO HA3HIBATH NPOMOKOA0M UIEH-
mupurayuu abornenma.

4. Bzaumo,ielicTBYIOT HECKOABKO Y IaJeHHBIX aO0OHEHTOB, MOJY YU BIITNX TPH-
Ka3bl U3 OMHOI'O IeHTpa. JacTk abOHEHTOB, BKJIIOYas HEHTP, MOIYT ObITh
OPOTHBHUKAMU. Je00X0IHMO BEIPAbOTATh eUHYIO CTPATEr N0 [eHCTBHM, BbI-
HDPHIHYIO0 i aBOHEeHTOB.

DTy 3afa4y NPUHATO HA3BIBATH 3afadell O BU3AHTHUCKHX I'eHepajgax, a
IPOTOKOJ €€ PelIeHUs — NPOMOKOAOM SUSAHMUTLCKO20 CO2AUULEHUS.

Omnuiiem puMep, KOTOPOMY 3Ta 3ajgada obg3aHa CBOUM HaszBaHWeM. BuzanTus.
Dodb mepen Beaukon OmTBOU. BmszaHTuiickas apMusi COCTOUT U3 1 JETMOHOB, Ka-
KLU U3 KOTOPHIX MOIYUHAETCA CBoeMy rerepadty. Kpome Toro, y apmun ecTh riaas-
HOKOMAHIVIOUINI, KOTOPBIH PyKOBOAUT TeHepataMu. OIHAKO MMIEPHs HAXOJAUTCH B
yroajgke U g0 OJHOU TPETH NeHepatoB, BKAOYAA TIABHOKOMAH IYIONIEro, MOTYT GBITE
npefaTeasaMu. B Tederre HOUM KaX LM U3 TeHEPAJOB MOJYYaeT OT MJIaBHOKOMAH-
IYIOIIEro MpHUKa3 O JeHCTBUAX Ha yTPO, MPUYeM BO3MOXKHBI ABa BapWaHTa MpUKa3a:
¢ATAKOBATLY WM (OTCTYIAThHy. KCAN Bee 9ecTHBIE TEeHepAIbl aTaKyIoT, TO OHU mobe-
K aaT. Fcian Bce OHE OTCTYNAIOT, TO UM YAAETCA COXPAHUTH apMUIO. DO €CJAU 9acTh
U3 HUX aTaKyeT, a 9acTh OTCTYIAeT, TO OHH TepHAT MopaxkeHue. Ecanm raaBHOKO-
MaHIYIOMNN OKaXKeTCA TpefaTeleM, TO OH MOXET JaTh PasHBIM TeHepajaM pasHble
MpPUKAa3hl, MOITOMY MPUKA3bl TIABHOKOMAHAYIONIETO HE CTOUT BBHIOJHATH Geclpe-
kocaoBHO. Ecam kaxabiii reHepana GygeT MelCTBOBATH HE3aBHCHMO OT OCTANBLHBIX,
pPe3yabTaTHl MOTYT OKa3aThCsA TadeBHBIMI. OYeBU IHO, ITO IeHEPATBl HY K TATCSI B
o6Mere HHPOPMAIIEH APYT € APYTOM (OTHOCHTENBHO MOMYYeHHBIX TPHKA30B) ¢ TEM,
9TOOBI MPUUTH K COTJIAIIEHUIO.

OcwMBIcTeHne Pa3iuyHbIX TPOTOKOJOB U METOMOB X MOCTPOEHUS TPUBEIO
B 1985-1986 r.r. Kk mosABJAEHWIO ABYX TJIOJOTBOPHLIX MaTeMaTHIECKUX MO[e-
Jel — uHMepaxmuenoti cucmemvl doxazameabcmea U JOKG3AMEABCTNEE €
Hyte6blM paseacuienuem. MaTeMaTudeckne MCCAETOBAHUS DTHX HOBBIX 00b-
eKTOB MO3BOJNMIN JOKa3aTh HECKOJbKO yTBEDKIEHWH, BeCbMa MOJE3HbIX TPH
pazpaboTKe KpUITOTPaPUIeCKNX TPOTOKOIOB (M0ApobHEe 06 BTOM CM. CTa-
Thio .. BapHOBCKOrO B HacTOsIIEM HOMepe JKypHaJa, cTp. 71-86).

Do/ MTHTepaKTHBHON cucTeMoll nokasarenbcTBa (P, V,S) nornmaioT mpo-
TOKOJ B3aNMOIeNCcTBUsS TByX abonenToB: P (r1okaswiBatouiuii) u V (mpoBeps-
fornit). AGonent P xodeT mokasaTh V', 9TO yTBepxkeHne S HCTHHHO. DpH
sToM aboHeHT V camMocTosiTelbHO, 6e3 nmoMolu P, He MOXKeT noKazaTh yT-
Bepxtenne S (mosromy V u HasbiBaeTcs mpoBepsiiommnm). AGorent P mo-
XKeT 6BITh U NPOTHBHUKOM, KOTOPBIH XO4YeT [OKa3aThk V, 4TO yTBepkKaeHuUe
S MCTHHHO, XOTA OHO JOKHO. DPOTOKOJS MOXKET COCTOATH N3 MHOTHX Payndoeé
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oOMeHa coobineHusMu Mexkay P u V u JofKeH yI0BIeTBOPAThH IBYM YCJIOBH-
AM:
1) noawoma — ecan S melCTBUTEIHHO HCTHHHO, TO aboHeHT P ybennt abo-
HeHTa V NPU3HATH HTO;
2) xoppexmuocmb — ecau S T0XKHO, TO aboHeHT P Bpsg jn ybeqnT aboHeH-
Ta V, 9410 S HCTUHHO.

371eCh CTOBAMU «BPST AWy MBIl IS TPOCTOTH 3aMEHWIN TOIHYIO MaTeMa-
THIeCKyIo (POPMYIUPOBKY.

DogdepKHéM, 4TO B onpegenenun cuctemsl (P, V,S) ne nomyckaniock, 4To
V' moxer 6bITh mpoTHBHUKOM. A ecan V' okazajcs IpOTHBHUKOM, KOTODPHIM
XO¥eT «BHIBeAaThy ¥ P Kakyo-HuOy b HOBYIO MOJAE3HYIO A cebs mHpOpMa-
o 06 yreepxKgenun ST B aTom caydae P, ecTecTBeHHO, MOXKET HE XOTETh,
9TOGHI HTO CAYIMIOCH B pe3yabTaTe paboThl npoTokoaa (P, V,S). Dporokon
(P,V,S), permaioninii Takyo 3agady, Ha3bIBAeTCA TOKA3aTEILCTBOM C HYJe-
BBIM pa3sIilallleHneM U [TOJZKeH YIOBJIeTBOPATh, KpoMe yCIoBuil 1) u 2), emié n
CAETYIOMEMY YCJIOBHIO:

3) Hyaeeoe pazeaquenue — B pesyabTaTe paboTh npoTokoaa (P, V,.9)
aboOHeHT V He yBeJIUYUT CBOW 3HaHUS 00 yTBepxKaeHuu S WiH, APYTHME CJIO-
BaMi, He CMOXKET U3BJIeYb HUKAKOU WHMOPMAILUN O TOM, Ho4eMy S HCTUHHO.

SAKJIIOYEHUE

3a mocjenHue rogbl Kpunrorpadus U KpunTorpaduieckue MeTOIbI BCE
HInpe BXOSAT B HAILY XKUBHb U jJayKe ObIT. BoT Heckoibko npumepoB. OTnpa-
Basisi Email, MbI B HEKOTOpPHIX ciydasx OTBeYaeM Ha BOINPOC MEHIO: «DyIKeH Ju
pexuM satmdpoBanusi?y Biajgesen MHTeNIEKTYaJbHOU BAHKOBCKOU KapTOU-
Ki, oOpalllasich Yepe3 TepMuHaa K OaHKY, BHa4daJe BBHINOJHAET KPUOTOT'pa-
(pudeckuil MPOTOKOJ ayTeHTH(PUKANUEN KapTOYKH. Jojab3oBaTenn ceru Wu-
TepHeT HaBepHAKa 3HAKOMBI ¢ IUCKYCCHSAMU BOKPYI' BO3MOYKHOI'O NPUHATHA
cTaHgapTa UMPOBON MOJINUCH s TeX CTPaHHI, KOTOPHIE COJeP:KAT «KPH-
THYeCKYI0 » nHpOpMalnio (OpHINYecKyo, mpaic-1ncTsl u 1p.). C HeTaBHIX
MOP MOJb30BATENN CeTell CTaJll YKa3hiBaTh MOC]He CBOel (PaMUJIHH HApPAITY €
yKe npuBbdHbIM «Email . .. » u MeHee npuBbidHOe — «OTIEYATOK OTKPBITOTO
KJI049a ... ».

C KaKIBIM [HEM TaKUX IPUMEPOB CTAHOBUTCH BCE Goabliie. MIMeHHO HOBBIE
npaKTUYecKue TPUIOKeHUs KPUITOrpaduu U ABASIOTCA OJHUM U3 UCTOYHU-
KOB ee pazBurusi. Kpunrorpaduu, kak u J0O0U Ipyroi Hayke, HeOOXO UMb
HOBBIe HETPHUBHAJbHBIE I HEOXKU JaHHbIE W j1ed. ABTOD HacTOAIIe!l cTaThbl Ha-
ZeeTcsi, 9TO0 KTO-TO U3 ee YHTaTeNell CTaHeT aBTOPOM HOBBIX uiel, a, ObITh
MOXKeT, i HOBEUIINX HallpaBjleHUl B KPUITOTPadui.



